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TLS 1.3 hardening for local anchors

This option enables the TLS 1.3 downgrade hardening mechanism for connections
authenticated by local trust anchors. This improves security for connections to TLS-1.3-
capable servers while remaining compatible with older servers. Firewalls and proxies that do Defauit v
not function when this is enabled do not implement TLS 1.2 correctly or securely and must
be updated. — Mac, Windows, Linux, Chrome 0OS, Android
#tls13-hardening-for-local-anchors

TLS Post-Quantum Confidentiality

This option enables a post-quantum (i.e. resistent to quantum computers) key exchange

faul
algorithm in TLS (CECPQ2). — Mac, Windows, Linux, Chrome OS, Android Datauk al
#post-quantum-cecpg2
Show security warnings for sites using legacy TLS versions
Show security warnings for sites that use legacy TLS versions (TLS 1.0 and TLS 1.1), which Default o

are deprecated and will be removed in the future. - Mac, Windows, Linux, Chrome 0S
#show-legacy-tls-warnings

Enforce deprecation of legacy TLS versions

Enable connection errors and interstitials for sites that use legacy TLS versions (TLS 1.0 and
TLS 1.1), which are deprecated and will be removed in the future. — Mac, Windows, Linux, Default v |
Chrome 0S, Android

#legacy-tis-enforced
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TLS 1.3 hardening for local anchors

This option enables the TLS 1.3 downgrade hardening mechanism for connections
authenticated by local trust anchors. This improves security for connections to TLS-1.3-
capable servers while remaining compatible with older servers. Firewalls and proxies that do | Defauit v
not function when this is enabled do not implement TLS 1.2 correctly or securely and must

be updated. — Mac, Windows, Linux, Chrome 0OS, Android

#tls13-hardening-for-local-anchors

TLS Post-Quantum Confidentiality
This option enables a post-quanfum (i.e. resistent to quantum computers) key exchange

Default
algorithm in TLS (CECPQ2). — Mac, Windows, Linux, Chrome 0S, Android s ok
#post-quantum-cecpqg2
Show security warnings for sites using legacy TLS versions
Show security warnings for sites that use legacy TLS versions (TLS 1.0 and TLS 1.1), which Default "

are deprecated and will be removed in the future. - Mac, Windows, Linux, Chrome 0S
#show-legacy-tls-warnings

@ Enforce deprecation of legacy TLS versions
Enable connection errors and interstitials for sites that use legacy TLS versions (TLS 1.0 and

TLS 1.1), which are deprecated and will be removed in the future. — Mac, Windows, Linux, Disabled v

Chrome 08, Android
#legacy-tis-enforced

Your changes will take effect the next time you relaunch Google Chrome.
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